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DETAILED ACTION 

1 . This office action is in response to Applicant's amendment filed on October 2, 
2006. Claims 2, 3, 5, 29, 30, 32, 56, 57, 59, 83, 84 and 86 were previously canceled. 
Claims 1, 4, 6-28, 31, 33-55, 58, 60-82, 85 and 87-107 are pending. 

Response to Arguments 

2. In response to Applicant's remark that the cited prior art fail to teach the data 
encryption key being formed based on a first random number generated by the first 
information processing apparatus and a second random number generated by the 
second information processing apparatus, the second random number being different 
from the first random number. However, Jones teaches the encryption key are 
generated using random number generators at the transmitting device and the receiving 
device without the keys being transmitted between the two devices (Jones, col. 1 , lines 
37-42). Jones teaches the pseudo-random number generators supplies "like sequence 
of encryption keys", the phrase "like sequence" is not equate to identical sequence, 
therefore it meets the claimed limitation of the second random number being different 
from the first random number. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
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invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1, 4, 6-8, 17-19, 28, 31, 33-35, 44-46, 58, 60-62, 71-73, 82, 85, 87-89, 98 
and 99 are rejected under 35 U.S.C. 103(a) as being unpatentable over Traw et al. 
(U.S. Patent No. 6,542,610) in view of Jones (U.S. Patent No. 5,412,730). 

In respect to claims 1, 28, 55 and 82, Traw discloses an information processing 
system comprising: 

A first information processing apparatus and a second information processing 
apparatus, the first information first information processing apparatus comprising: 

An interface having an isochronous transmission mode in which a transmission 
band is ensured and a transmission control means for controlling encrypted data in the 
transmission band and then transmitted in the isochronous transmission mode via the 
interface (e.g. col. 4, lines 39-58, col. 6, lines 34-40 and col. 9, line 53-col. 10, line 5). 

Wherein the transmission control means executes, prior to data transmission, a 
protocol for performing mutual authentication and sharing a plurality of encryption keys 
with the second information processing apparatus, to which the encrypted data is to be 
transmitted, and from which an authentication request is to be received, and 

Wherein the first information processing apparatus encrypts the data following 
said authentication request from the second information processing apparatus (see col. 
4, lines 40-65); and 

the second information processing apparatus comprising: 

An interface having the isochronous transmission mode in which a transmission 
band is ensured and a receiving control means for controlling reception of encrypted 
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data received by the second information processing apparatus from the first information 
processing apparatus (see col. 9, lines 53-66 and col. 11, lines 25-36), 

Wherein the encrypted data which is received in the isochronous transmission . 
mode via the interface is decrypted using the encryption key, wherein the receiving 
control means executes, prior to data reception, a protocol for performing mutual 
authentication and sharing a plurality of encryption keys with the first information 
processing apparatus, from which the encrypted data is to be received, and to which an 
authentication request is to be transmitted, and wherein the second information 
processing apparatus decodes the data following an authentication request to the first 
information processing apparatus (see col. 4, lines 39-65 and col. 1 1 , lines 25-36). 

Traw does not explicitly disclose the encryption key used for decrypting the 
content is generated by a second random number generated by the second information 
apparatus wherein the second random number being different from the first random 
number. However, Jones discloses a pseudo-random number generator are employed 
at both the transmitting and the receiving stations to supply a encryption keys to both 
the encryptor and the decryptor (see Jones col. 1 , lines 36-53). It would have been 
obvious to one of ordinary skill in the art at the time the invention was made to 
implement generation of encryption key used for decryptor in a second processing 
apparatus for decrypting the content data for the advantage of without these key being 
transmitted over the transmission facility (see Jones, col. 1, lines 41-42). 
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In respect to claims 4, 31 , 58 and 85 t Traw and Jones further disclose wherein 
the first information processing apparatus and the second information processing 
apparatus are connected with each other via an interface conforming to the IEEE (the 
Institute of Electrical and Electronics Engineers) 1394 standard, for transmitting data 
requiring the assurance of a transmission band in an isochronous transmission mode 
and for transmitting related data relating to the data in an asynchronous transmission 
mode (e.g. Traw, col. 10, lines 27-34). 

In respect to claims 6, 33, 60 and 87, Traw and Jones further disclose wherein 
the second information processing apparatus generates two random numbers and 
transmits them to the first information processing apparatus, the first information 
processing apparatus generates two random numbers and transmits them to the 
second information processing apparatus, the first information processing apparatus 
generates an encryption key used for encrypting the data to be transmitted in the 
isochronous transmission mode and an encryption key used for encrypting the data to 
be transmitted in the second transmission mode on the basis of information indicating 
the validity of the apparatus itself, the generated random number and the received 
random number, and the second information processing apparatus generates an 
encryption key used for decrypting the data transmitted in the isochronous transmission 
mode and an encryption key used for decrypting the data transmitted in the second 
transmission mode on the basis of information indicating the validity of the apparatus 
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itself, the generated random number and the received random number (e.g. Traw, col. 
6, lines 1-66). 

In respect to claim 7, 34, 61 and 88, Traw and Jones further disclose wherein the 
first information processing apparatus transmits data P generated on the basis of the 
information indicating the validity of the apparatus itself, the generated random number 
and the received random number, to the second information processing apparatus, the 
second information processing apparatus transmits data Q generated on the basis of 
the information indicating the validity of the apparatus itself, the generated random 
number and the received random number, to the first information processing apparatus, 
the first information processing apparatus generates an encryption key used for 
encrypting the data to be transmitted in the isochronous transmission mode and an 
encryption key used for encrypting the data to be transmitted in the second transmission 
mode in the case where data Q' generated on the basis of the information indicating the 
validity of the apparatus itself, the generated random number and the received random 
number is coincident with the received data Q, and the second information processing 
apparatus generates an encryption key used for decrypting the data transmitted in the 
first transmission mode and an encryption key used for decrypting the data transmitted 
in the second transmission mode in the case where data P' generated on the basis of 
the information indicating the validity of the 

apparatus itself, the generated random number and the received random number is 
coincident with the received data P (e.g. Traw, col. 6, lines 1-67). 
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In respect to claims 8, 17-19, 35, 44-46, 62, 71-73, 89, 98 and 99, Traw and 
Jones further disclose wherein the second information processing apparatus generates 
two random numbers R1 and R2 and transmits them to the first information processing 
apparatus, the first information processing apparatus generates two random numbers 

51 and S2 and transmits them to the second information processing apparatus, the first 
information processing apparatus transmits data P generated on the basis of 
information indicating the validity of the apparatus itself, the generated random number 

52 and the received random number R2, to the second information processing 
apparatus, the second information processing apparatus transmits data Q generated on 
the basis of information indicating the validity of the apparatus itself, the received 
random number S1 and the generated random number R1, to the first information 
processing apparatus, the first information processing apparatus generates an 
encryption key K1 used for encrypting the data to be transmitted in the isochronous 
transmission mode and an encryption key K2 used for encrypting the data to be 
transmitted in the second transmission mode in the case where data Q' generated on 
the basis of the information indicating the validity of the apparatus itself, the generated 
random number S1 and the received random number R1 is coincident with the received 
data Q, and the second information processing apparatus generates an encryption key 
K' I used for decrypting the data transmitted in the isochronous transmission mode and 
an encryption key K'2 used for decoding the data transmitted in the second transmission 
mode in the case where data P' generated on the basis of the information indicating the 



Application/Control Number: 09/719,460 Page 8 

Art Unit: 2134 

validity of the apparatus itself, the received random number S2 and the generated 
random number R2 is coincident with the received data P (e.g. Traw, col. 6, lines 1-67). 

Allowable Subject Matter 

4. Claims 9-16, 20-27, 36-43, 47-54, 63-70, 74-81, 90-97 and 100-107 are objected 
to as being dependent upon a rejected base claim, but would be allowable if rewritten in 
independent form including all of the limitations of the base claim and any intervening 
claims. 

Conclusion 

5. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tongoc Tran whose telephone number is (571) 272- 
3843. The examiner can normally be reached on 8:30-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Jacques Louis-Jacques can be reached on (571) 272-3962. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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